
UY BAN NHAN DAN 	CONG HOA XA HQI CHU NGHIA VIET NAM 
HUY1‘1 NGA SON 	 Bey 14p - Tty do - I-14nh phtic 

S6: 53 /UBND 	 Nga Son, ngay2f-thang 7 nom 2018 
V/v theo clOi, ngan chan ket not va 	cac 
tap tin ma roc tan cong có chu dich vao 

ngan hang va cac to chirc ha tang quan trong. 

Kinh 

- UBND cac xa, thi tran. 
- Cac co quan, don vi tren dia ban huyen. 

Thuc hien cong van so 936/STTTT-CNTT ngay 26/7/2018 cua Trung 
tam Cong nghe Thong tin va Truyen thong Thanh 1-16a ve viec theo clOi, ngan 
chanket not va x6a cac tap tin ma dOc tan cong c6 chu dich vao ngan hang va 
cac to chirc ha tang quan trong. 

Theri gian qua, tinh hinh mat an toan thong tin clang din bien phirc tap va 
có chieu hu6ng gia tang ve tdn suat va so lugng cac cuOc Can cong xam nhap vao 
he thOng thong tin. Dac biet gdn day ghi nhan cac hinh tilde tan cong co chu dich 
cua tin tac nham vao he thOng thong tin cua mot so ngan hang va ha tang quan 
trong quoc gia tai Viet Nam. Voi hinh thCrc tan cong co chu dich nay, tin tac da 
tim hieu ky ve dOi ttro:ng tan cong va thcrc hien cac thu thuat lira dao, ket hop cac 
Nen phdp kyi thuat cao de qua mat cac he thOng boo ve an toan thong tin (ATTT) 
cua cac co quan, don vi nham chiem quyen dieu khien may tinh cua nguoi ding 
va thOng qua do tan cong cac he thOng thong tin quan trong khdc. 

Tren co so cong van so 234/VNCERT-DPUC, ngay 21/7/2018 cua 
Trung tam IJng 	six CO khan cap may tinh Viet Nam (VNCERT). Nham tang 
cuong chu dOng kiem tra, ra soot he thong de phOng ngira, Crng pho va giam 
thieu cac sir CO mat an toan thong tin cho cac co quan, don vi tren dia ban toan 
huyen; Chu tich UBND huyen de nghi Chu tich UBND cac xa, thi tran, Thu 
truOng cac co quan, don vi tren dia ban huyen chi dao cac bO phan lien quan 
thuc hien tat mot so not dung sau: 

1. Tuyen truyen, pho bien sau rOng cho toan the can 1DO trong co quan, don 
vi ve nguy co mat an toan thOng tin cua hinh thirc tan cong tren, ding nhu khan 
truang nhanh chong trien khai cac bien phdp k5./ thuat de den hanh ra soot toan bO 
he thOng thong tin de kip thgi phat hien va ngan cuOc tan cong có chu dich nay. 
DOng thai tien hanh gidm sat va ngan chan ket nOi den cac may chu clieu khien 
(C&C Server) va ra soot, kiem tra phat hien cac tep tin ma dOc dupe tin tac cai 
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cam trong he thong thong tin am cac co quan, don vi theo cac not dung huong 
dri k5/' thuat tai phu Kic kern theo hoac cluvc clang tai tren trang thong tin dien tir 
cua Trung tarn CNTT&TT Thanh Wa tai dia chi: 
http://antoanthongtin.thanhhoakt.grov.vn   

2. Thuc hien nghiem tue cac van ban chi ciao cua UBND huyen cid ban 
hanh. Xay dung phtro-ng an de ngan chan viec lay lan ma dOc tren ming Truyen 

so lieu chuyen clUng tai he tiOng mpg ctia don 
3. Sau khi thk.rc hien cac bien phap tren, de nghi cac don vi bao cao ket 

qud thgc hien ve Van phong HDND&UBND huyen trtrofc  14h ngay 30/7/2018 

de tong ho:p bdo cao voei SO Thong tin & Truyen thong qua dia chi thu dien ti:r 
cua d/c Pham Van Luu — can bO Van phong HDND & UBND huyen: 
lunpv.ngason(aAanhhoa.vv.vn.  

De giUp cac co quan chdc nang theo dOi, phan tich va kip thi phan Ung 
nhanh voi cac phtrang thirc tan cong moi, ngay khi phat hien scr co va khOng có 
kha nang xir ly, de nghi cac don vi thOng bao ngay 

D'Au mOi Dieu phOi (nig can suj et) ctia tinh: 

Trung tam Cong nghe thong tin vd Truyen thong - Sef Thong tin va Truyen 
thong Thanh Hem. 

Dia chi: 73 Hang Than, PhuOng Lam San, TP. Thanh Haa 
Dien thoai: (02373)718.699; 
Dcrong day nOng: 0916.422.583 
Horn thu dien tir tiep nhan bao cao sv 	ungcuusucogthanhhoa.gov.vn   
Hoac d/c Pham Van Luu can bO van phong HDND&UBND huyen so dien 

thoai: 0984.791711. 

De nghi cac ca quan, don vi, UBND cac xa, thi tran quan tam thcrc hien). 

No'i n h on : 	 CHU TICH 
- So TTTT: (b/c) 	 TICH 

Nhu kink giri; 	 " mot  
- Trang thong tin dien tii huyC'n, 
- Dai truyen thanh ((lira tin): 
- Luu: VT, QT. 

ai Dinh Hi6u 
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Plik1 LUC 

HU'ONG DAN KIEM THA MA MD5, SHA-1 CUA TAP TIN VA CACH 

THU'C XbA. TAP TIN CHIJA MA DOC 

(Gtil kern cong van sa: 1-53/UBND ngaydl-thang 7 nam 2018 crth UBND 

huy0,7Nga Son) 

1. Dia chi IP cac may chii C&C: 

a) 38.132.124.250 

b) 89.249.65.220 

2. RA quet h" th4ng va xoa cac thy' mvc va tap tin ma di)c có kich think 

ttrung 

a) syschk.psl (318 KB (326,224 bytes)) 

- MD5: 26466867557F84DD4784845280DA1F27 

- SHA-1: ED7FCB9023D63CD9367A3A455EC94337BB48628A 

b) hs.exe (259 KB (265,216 bytes)) 

- MD5: BDA82F0D9E2CB7996D2EEFDD 1E5B41C4 

- SFIA-1: 9FF715209D99D2E74E64F9DB894C114A8D13229A 

3. Iltro•ng dan kiem tra ma MD5, SHA-1 cilia tap tin va each thIrc xoa tap tin 

chum ma dcw 

3.1. Hiro.ng &An kiem tra ma hash MD5, SHA-1: 

a) Download phan mem tai: http://vvww.nirsoft.net/utils/hashmyfiles.zip  

(cac dun vi có the six dung cac cong cu kiem tra ma hash tin tuong khac) 

b) Kiem tra: Giai nen tap tin hashmyfiles.zip tren, tien hanh ma' file 

"HashMyFiles.exe". Nhan vao File -> Add Files; Tra den file can kiem tra ma 

Hash. ma MD5 va SHA-1 se hien thi ben khung chgang trinh. Thirc hien dai 

chieu ma MD5 N/A SHA-1 Wang dng trong Cong van di kern va lam buck 2 

hung dan ga bo tep tin. 



3.2. Hu*ng dan go.  too tap tin chu•a ma dCic: 

a) Xac dinh ma dOc: Neu ma MD5 vd. SHA-1 trUng nhau thi tap tin tren 

may tinh la phan mem có cht:ra ma dOc. Neu khong trUng thi chu'a khong dinh 

100% no khong phai Id ma dOc. Co the khong xoa trong truang hap nay nhu'ng 

can trich xuat tep tin va thL_•c hien phan tich chuyen sau. DOi vdi cac may có 

china file ma d'Oc can ngay lap tirc Co lap ya bao cao cho Co' quan dieu phi quOc 

gia ( Trung tarn VNCERT) 

b) Cach xoa tap tin chira ma dOc: Do tap tin nay dang duac thkrc thi nen 

tren may nen can dimg hoac tat tien trinh nay tar& khi xoa. Trudec tien can tai 

phan mem mien phi có ten "Process Explorer" cua Microsoft tai dia chi ben 

dtroi: haps://download.sysinternals.com/files/ProcessExplorer.zip   

Sau khi tai ve giai nen ta chay file "procexp.exe". 

- Tien hanh tim kiern cac tien trinh tuong t:rng trong Cong van & tren va 

nhan chuOt phai chon Properties, tai muc Explore de ma Path cua tep tin, thu 

muc Autostart Location de hien thi vi tri cac gia tri Registry ma ma dOc da tao 

hoac thay doi gia tri. 

- Trich xuat cac tep tin nghi ngO hoac ma dOc nay bang each nhan vdo 

Create Dump, copy nen va dat pass kho cho file thuc thi de phuc vu cOng tac 

dieu tra. 

- Tien hanh tim kiem cac tien trinh tuang timg trong Cong van er tren va 

nhan chuOt phai chon "Suspend" hoac "Kill Process". Sau khi chon xong, ta vao 

dung dan tuang irng de xoa. Kiern tra cac gia tri Registry da throe tao hoac 

thay doi va xoa. 
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