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Van ban tham chieu 
(SO QD/ngay ky) 

330/QD-UBND ngay 
20/01/2020 Ve 

MAU BAO CAO SO 2: PHUC VU DANH GIA MITC DO ATTT MANG 2019 
DOI TONG: SOS BAN NGANH, UBND HUYEN, THI XA, THANH PHO 

A. Thong tin chung 
Ten dam vi bdo cao: 

Trirc thuec: 

UBND huyen Nga San 

Tinh Thanh Hea 

  

2 DO nghi thong ke so Itrcrng cac he thong thong tin Quy ca quan da xac dinh va phe duyet cap de: 

Phan loai so lacing HTTT do dan vi 
dtrac giao quart ly 

Chtra phan 
loai 

Ca p de I CAp de 2 CAp de 3 CAp de 4 CAp de 5 

Se HTTT nOi bt) don vi (chi ngtreri 
trong dan vi sir dung) 1  

S6 HITT cong Ong (co ngtriri 
ngoai dam vi sir dung) 

3 Quy dan vi cung cap bao nhiiu dich vu dOc Iap (tr9n gOi) sir dung phuc vu cOng ding tren mang Internet? 

B. Khao sat mai trtritng An town thong tin mang 

I. Chinh sach ATTTM 

350 

4 Dan vi co ban hanh quy dinh rieng hoc co ail dung quy the chung ve bao dam ATTTM khong? 0 

Lodi van ban chinh 
Van ban hi0 hanh Van ban ca da dirge thay the bing VB hitn hanh (nett co) 

sich ATTIII duvc 	  
Quy clan vi fip dung Nam SO VB/Quyet dinh Nam SO VB/ Quyet dinh 

Quy dinh rieng 

Quy the chung 

Van ban QD dp dung 
quy the 

• • • 

5 "Prong cac quy dinh hien hanh ve bao dam A1TTM Cita Quy don vi co bao gem cac nOi  dung nao sau day? 

Cac nOi dung quail ly nao ce trong quy dinh hien hanh ? 

Quan ly thiet ke, xdy dirng an town HTTT 

Quan ly van hanh an town HTTT' 

Quan ly phat trien nhan lkrc ATTT va ngtrai se.  dung HTTT 



Quart ly rui ro ve ATTTM 

Quail 1j,  sir c6 ATTFM 

6 De nghi tir nhan xet ye chat luvng c6a b6 quy dinh/quy che hien hanh so vai yeu cau cua Quy dcrn vi den thai diem hien nay? 

+ Day du, chat ch6, co the sir dung on trong khoang 2 nam troy len 

+ Tuang d6i day dii, co the can hoan thien nhung sir dung on trong it nhat 1 nam tai 

+ Da thay co cac diem thieu hoac kitting phi' hqp, can sira d6i hay b6 sung ngay 

7 De nghi tir danh gia thkrc to hien nay tai dam vi, mac d6 Al) dung thirc hien tot cac quy che, quy dinh bac, dam ATTTM dat 
khoang dO bao nhieu Oar' tram? 

11. TO char va (pan ly nhlin Iirc bac, dam ATTTM 

8 Dan vi co phan ding lanh dao phis trach ve ATTT. 

9 T6ng s6 can b6 nhan vien not chung lam vi'ec trong don 

10 S6 ngu6i sir dung may tinh hien tai. 

11 CO to chirc/b6 phan chuyen trach ve ATTTM hay khong? 

0 NOi dung tham chieu 

104 

104 

1 NOi dung tham chieu 

LA b6 phan con thu6c t6 chirc phis trach CNTT ci a don vi ? 
	

1 

Chiu sir chi dao nghiep vu ctia b0 phan chuyen trach ATTTM cap tren,...? 
	

1 

La thanh vien thu6c mpg luai ting ciru khan cap may tinh qu6c gia? 
	

1 

12 Vi tri va quan he ding tac cua b6 phan chiu trach nhiem ve ATTTM. 
Co ca che va dau mai lien h'e phoi hqp vai cac ca quan, to chirc c6 tham quyen quart 1j,/ diet' ph6i irng dru 
ve ATTTM 

1 

CO ca che va dau mai lien he phoi hqp bao dam ATTTM vai cac to chirc, doanh nghiep lien quan? Vi du: 
1 

vai cac DN cung cap dich vii mpg, dich vu ATTT 

13 S6 can b6 lam vi'ec chuyen trach va ban chuyen tacit ATTTM? - S6 chuyen trach 

- SO ban chuyen 

1 

 

 

0 

 

14 Quart Iy nhan sir 	hqp vai yeu cat' ATTT nhu the nao? CO quy dinh tirng khau? Thvc hien duqc a mac nao? 

an 1' Tuyin dung can bt) phit Quin IS,  qua trinh lam Thii tuc ATTT khi cham dtit 

Chtra ban hanh quy che hay quy dinh cu the/ 
Khong ch6 c,. 

ls/Oi dung tham chieu 

Chua ban hanh quy (filth cu the nhung co thkrc 
hien (lan 1 ,  theo kinh nghiem. 

NOi dung tham chieu 

Co guy dinh nhung thkrc hien chua thutrng xuyen. N6i dung tham chieu 



COI 	quy dinh va thirc hien tot. I 	N6i dung tham chieu 

1 + Chu truang khong thud ngoai dich vu bao dam ATTTM. 

1 + Chu truang khong thud. 

1 + Chu tnrang khong sir dung dich vu nay. 

111. Trinh dO, nhan filth va dho tao bOi doing ve ATTT 

15 a. T6ng s6 can b0 nhan vien da tirng duqc huang dan ky nang ca ban de ti,r bao dam ATTT. 

b. Trfing s6 can b6 nhan vien da tirng (flux qua lap tap huAn ve ATTTM. 

16 a. Tang s6 can b6 kj,  thuOt v6 ATTT, CNTT cua dan vi 

b. Tang s6 can b6 kj,  thu4t ve.  ATTT, CNTT cua dan vi duac dao too, tap hu'An, Wang cao nhAn thirc ye ATTTM 

17 Ring s6 can b6 ky thuat co trinh dO twang duang dai hoc nganh ATTT troy len. 

18 T6ng s6 can b0 ky thuat co trinh dO Wang throng trung cap ve ATTT. 

19 Dan vi co 0 hooch dao too, tap hu•&'n rieng ve ATTTM trong nam 2019 hay khOng ? 

20 Qu9 dan vi co thirc hien ke hooch rieng tuyen truy6n, ph6 bin nang cao nh4n thirc ve ATTTM trong nam 2019 hay khong? 

IV. ye to chik tri4n khai bao dam ATTTM 
21 Ca quan co chit twang hay quy dinh thud ngoai (out-source) cac dich vu v.6 bao dam ATTTM khong? 

1 NO dung tham chi6u 

1 N6i dung tham chi6u 

1 N6i dung tham chi6u 

1 N6i dung tham chi6u 

1 NO dung tham chi6u 

1 N6i dung tharn chi6u 

0 N6i dung tham chi6u 

1 N6i dung tham chi6u 

22 Dan vi co chu tnrang sir dung dich vu thud hosting he thOng (thud ngoai he thong may chi' va Iuu tat ca sa du lieu) do cac cong 

23 Dan vi c6 cho truang sir dung dich vu thud hosting h6 thong c6 yeu to nu& ngoai cung cap hay sir dung dich vu din toan dam 

24 Dan vi bao dam ATTTM thtrang xuyen bang each nao? 

V. 116 tri kink phi 
25 Kinh phi danh cho CNTT va ATTT trong 3 nam qua (tri6u deng). 

+ CO chti truang (thue/khong thud) nhung chua thuc hi6n dang dtrac. 

+ Chu tnrang c6 thud va da thud ngoai dich vu bao darn ATTTM m8i khi can. 

+ CO chti truang nhtrng chua thi,rc hi6n dimg duac. 

+ Chu truang co thug va dang thud dich vu ctia cac cong ty Vi6t Nam khong co y6u to ntrac ngoai. 

+ Chu twang co thud nhtrng chtra sir dung dich vu nay. 

+ Dang sir dung loci dich vu nay (du c6 hay khong co chu truang). 

+ I loan toan sir dung nOi Ikre. 

+ Sir dung toan b6 thud va ho try tir ben ngoai. 

+ Sir dung m6t phan n6i luc mOt phan Luc Wang ben ngoai. 



I 

ten ti-vinryl 
Tieu c 	 hoi gian I . I 

Ion IliAnnl 

TCVN/ISO-ICC 27001 
(hay Wang AO 

TCVN 11930:2017 

Nam 
Kinh 	hi 

2017 2018 2019 

Danh cho CNTT 

Danh cho ATTF 

26 liac tinh toan 1)0 chi phi vA ATTTM trong 3 nam qua dap ang bao nhieu % nhu cAu (dor toan) ctia dan 

MUT clap an nhu dm chi hang 2017 2018 2019 

Dap (mg dual 20% 

Dap ang tir 20% dAn 50% 

Dap tang tir 51% dAn 75% 

Dap img Veil 75% 

C. Khao sat cac hien phap cltrac au dung va ket qua hoat dons thin tin trong nam 2019  

VI. Bi0 Oar, quan 19 

27 a. Dan vj da trien khai bao dam an toan he tilting thong tin theo cap dO dap ting Thong ttr s6 03/2017/TT-B1111 chtra? 

b. Dan vj co tri'An khai thtrc hien tieu chuAn TCVN 11930:2017 vA bao dam an toan he thAng thong tin theo cap dO khong? 

28 Dan vj da nhan chi:mg nhan hap chuAn quan 19 ATTTM theo tieu chuAn tren chtra? 

Thtri diAm hap chuAn cach day bao nhieu that-1g? 

NOi dung tham chiAu 

NOi dung tham chiAu 

NOi dung tham chiAu 

29 Viec quan 19 can bO van hanh, khai thac, sir dung he thOng cua dan vj c6 tuan thu cac chinh sach ve ATTT hay khong? 

30 Dan vj c6 sir dung chit k9 s6 de bao dam an toan cho cac giao djch dien tir hay khong? 

31 Dan vj co ban hanh quy trinh thao tac chuAn dA phan (mg vhi cac sir co mat ATTT hay khong? 

- Minh gid mac d3 that hien m5t so bien plea') quiin ly ATTTM quan tr9ng cho HTTT 
32 Quan 19 thiAt kA, xay dtmg he thAng trong nam 2019: 

a) Trong !lam nay dan vj c6 thi'At 0/xily dtyng urrrr m6i khOng? 

1 

1 

0 

0 

- CO quail lje va bao ve tai lieu 116 so thiet 0 HTTT. 

- Cophtrang an va giai phap bao dam ATTTM cho HTTT tir khi thiet ke. 

- Tham djnh ho so thiet ke va cac Wen phap bao dam ATTT tnrac khi tri6n khai thkrc hien. 

b) Trong nam nay dan vj c6 thue ngoai phat triAn ph'An mem nOi bO (phat triAn ri'eng) cho minh khong? 

I- Quan 19 tot h6 so hop d6ng, thin nghiem, nghiem thu va ma nguon phan mem. 



- C6 kiem tra, danh gia an toan thong tin HT phan mem trtrerc khi dtra vac, sir dung. 

- CO cam ket cua nha Oat trien bao dam bi mat va ban quyen cua phan mem. 

c) Trong ndm nay dam vi ca dtra vao sir dung HTTT mai hay mai dirge nang cap khong? 

- Thtrc hien quy trinh thin nghiem, nghiem thu HUT trtroc khi ban giao sir dung. 

- CO kr van va giam sat dOc lAp khau thin nghiem va nghiem thu HTTT. 
- Liao cao ngnicm mu u I I I co atroc xat., neat cua 139 pnan cttuyen tracn va pne crawl cua iann uao -atm snt arra vao 
car rhino  

- Kiem tra, danh gia ATTT mt.& khi dtra vao van hank 

33 Danh gia quan ly van hanh ATTT cho FITTT trong nam 2019 

a) Thtrc hien tot cac nOi dung nao ve quan IS/ van hanh an toan mpg? 

- Quan IY cac khau van hanh, cap nhAt, sao km der phong hoat dOng he tilting. 	 1 

- Quart ly cAu hinh, t6i tru hoa bao mat cho thiet bi he thOng. 	 1 

- Khei phkic he thong mang sau khi )(Ay ra sir co. 	 1 

b) Thtrc hiOn tot cac n6i dung nao v.6 quan ly van hanh may chit va img dung? 

- Quan Iy, van hanh, truy cap mpg va quail tri may chti va dich vu; CAp nhAt, sao luu dor phOng. 
- vuan iy cat oat, go no pnan mem, Ten vu trent may cinir; wan iy set rim va gcr no Tic inong may cmi va crtcn -vu knoi 

thAno 

- Quan ly cau hinh, t6i Liu has bao mat cho he thOng may cher, phong ngira va khoi phkic sau khi )(Ay ra sty c6. 	 1 

c) Thtrc hien tot cac n6i dung nao v.6 quan IS/ an toan dor tiou? 

- Quy trinh Ap dung ma h6a, quail ly va sir dung khaa bi mat NIA da lieu ma haa. 

- Ca the kiem tra tinh nguyen vrrn cua da lieu trong luu tra va trao drfii dun 

- Sao Itru dkr phbng va khol phyc die lieu; CAp nhAt et6ng b0 dun tiou. 

d) Thtrc hiOn tot cac n6i dung nao v"6 quan IS/ van hanh an Wan thiet bi dau cuoi? 

- Quart Ij,, van hanh hoat dOng; Cau hinh toi tru va tang ctrang bac,  mat cho thiet bi dau cuoi. 

- Quan IY truy cap cua thiet bi dau cuoi; Cal (tat, ket not va ger 1)6 thiet bi du cuoi trong he thong. 	 1 

- Quan ly kiinn tra. xir IS diem y&I an toan thorn.; tin cho thiet hi dAu cuoi trtrac khi sir dung. 

d) Thtrc hiOn tot cac n6i dung nao ve quan Iy phong ch6ng phan mem doc hal? 
- yuy IIII1ll cat Liar, Cpp TITIOI, sa-ut,trIg pun 7n cm Flung CTICTITg ma CRX-IMTIg IN inong, Lai ual, s-ir WIWI:man merit lien 
may tinh thiiit hi rii dAno 

- Truy cap cac trang thong tin tren mang; Geri nha'n tap tin qua mosi trutmg mang va cac phtrcrng tien Iuu tru di dOng. 
- 'nye-men kiein tra va xtr iy pnan mem one nit Kni pnat nie-n aau nicu notc cane nao ve aau nieu pnan mem (toe nal 
ynAt iiiisn trisn htl thAno 

' 



- CO quy trinh quart Iy truy cap, sir dung tai nguyen nOi b0. 

- CO quy trinh quan ly truy cap mang va tai nguyen tren Internet. 

- CO ke hooch giam sat Oat hidn nguy ca mat ATTT: Quail ly, van hanh he thOng giam sat; Quan Iy 461 ttrong giam sat, 
quart tri her thOng giam sat, quail 15,  nhat ky hd thong. 

- TO chin giant sat an wan cho HTTT lien tic 24/7 co dOng b0 thai gian HTTT yeti he thong giam sat. 

- Thu chap, ltru tnlva bao vd thOng tin giant sat; Theo dal, phan tich ket qua giam sat. 

- Phat canh bao str co phat hien dtroc, trao d6i chia se thong tin canh bao va su co theo quy dinh. 

- HTTT cua dam vi duqc giam sat ATTT bang cach nao? 

* Tu thtrc hien giant sat do da dau to he thong k9 that. 

* Thud dich vu giam sat ctia t6 chirc, doanh nghidp. 

Inking hop dang thud, hay neu ten cua to chirc, doanh 
nghidp dang cung cap dich vu: 

e) Thuc hien t6t cac m)i dung nao ve quan IS,  an toan nguai sir dung dau 

- CO quy trinh cal dat va sir dung may tinh an toan. 

34 Cac bien phap quan ly nii ro ATTT, giam sat va quan 1St &rig ciru su c6 ATTT. 
a) Thuc hien tot cac nOi dung nao ve quan IS/ rtii ro ATTT? 

-  Thuc hiOn OM looi, xic dinh gia tri va trach nhidm ye so hau tai san thong tin trong hd thong. 
. 	 , 

. 	 , 

- Phan tich danh gia nguy co thisc to mat ATTT va dtr kien thidt hai yeti HTTT. Tir Q6 de xuat, lira chon phucmg On xti IS,  
ail ro ATTT va cac bin phap khic phuc sir co vai chi phi tOi tru, t6i thieu h6a gia tri thidt hoi vai nguOn Itrc hidn ce. 

- Thut hidn kiem tra danh gia va thong qua dien tap dinh kj,  va thuc tin khic phuc sir c6 de dao tao 401 net nhan Itrc, 
Kit kinh nghiem va cai tien phuang On xir Ij,  nil ro, No dam ATTTM. 

b) Thuc hien t6t cac ni5i dung nao ve quan ly giam sat an toan HTTT? 

c) Thirc hien t6t cac nOi dung nao ve quan 15/ diem yeu ATTT ? 

- Quan 15% cap nhat danh muc diem yeu ATIT lien quan den cac thanh phan cua HTTT. 

- CO co the phOi hop yeti dm nh6m chuyen gia, bdn cung cap dich vu ha tro trong vidc xer 15,, khic phuc diem yeu ATTT. 

- Kiem tra, danh gia va xti IS,  diem yeu ATTT cho HTTT, may ch6, dich vu truac khi dua vao sir dung hoac khi c6 thOng 
tin canh bao; C6 phucmg On xti 15,  tam thOi khi diem yeu ATTT khOng/chtra c6 kha 'tang khic phuc. 

- CO quy trinh khoi phuc lal hd thong sau khi xCr IS,  diem yeti ATTT that bpi. 



d) Thtrc hien tot cac ni)i dung nao ve quan ly king ciru sir co ATIT? 

- CO quy trinh phat hien, tiep nhan canh bao, nhan clang va phan loci str co ATTT. 

- CO quy trinh xir IS,  khan cap ban dau phi] hop vai cac loci str c6 co the xay ra, han che, thief hai nhanh ithat co the. 

- Co quy dinh chia se thOng tin, bao cao str co, di'eu phi img dm str co. Co cot the phOi hop vol co quan chirc nang, cac 

chuyen gia, hen cung cap dich vo ha trq trong xir ly, khac phoc str co.. 

- CO guy trinh ang dru str co ATIT thong thtking va str CO NITT nahiein trong. 

- thire hien cac bir6c khOi phoc he thOng, chi-  lieu. dich vo, khac phtic thief hai. 

- Dinh ky thtrimg xuyen tO chirc din tap phan img khan cap veri str co ATTTM. 

- Dinh ky danh git hieu qua va hoan Wien cac quy dinh, quy trinh thao tac chuan phan Wig vai skid). 

VII. Bien pluip kv thui:it, cong nglq gang ap dyng 

35 
Lac oicn phap tcy utuat, cong ngne pnu ncrp nao aam an town ming nao Gang atroc str clung cno cac H t 1 t no' bQ va 

"Inn 	 nein 	• 	•' 	 • • • •• 0 

Clic Wit phAp lis• th ticit, ding nglie bao dam an foal] mang clang dirty sir (long 
11 - 1 -11* 

ti(ii hi) 

I ITT T 
tong ciing 

NO dunL,  tham chieu (Ten giai 

pilaf), phien ban sir dung..) 

+ He th6ng thief hi sensor ghi log-file phat hien str co vii in6i de doa A1TF dOi voi mang. 

Event Management). 

+ Giai phap phan chia he thOng mang thanh cac vimg mang chirc nang vai etc chinh sach quan ly va bien phap ky thuat 

ATTTM phii hop. 

+ Ile thOng phat hien vim nhap (IDS/IPS) trong mang. 

+ He doing phOmg chOng tan ding DoS/DDoS. 

+ Itr6ng lira cho town mang (Network Firewall). 

+ Phan mem chOng virus mire mang (Anti-Virus). I 

+ Bao ve Unit truyen bang ding nghe ma 116.1 va xac thtrc. 

+ Kiem soat 111Qi kenh truy cap co hat butic dinh ky thay dOi mat khan ne.tr6i ding. 
, 	.. 	 . 	 ._ 	.. 	 . 	, 

thtrc hai yeti tO ngtr6i dimg. 	L 
	-. 	 — 	, 

 

+ Bao mat truy cap qua man,  khong day va etc thiet bi dau cuOi. 1 

36 
 Cac hien phap ky thOt, ding nghe dkrcrc lip dung de bao ve cite he th6ng may chit trong cac HITT nOi b(s) va FITIT cong cong? 

• 
Liin lam mOi gan day nhAt la khi nab mm- 	? 

Clic cong nght, bin Oat) ky" thOt biiio ve etc lit tiding may chti clang diriic sir dung 

I ITT-I' 

ii(ii by 

HTTT - 

cong cong 
Nei dung thaw chieu (Ten 

giai Oaf). phiim ban sir 

ding..) 

+ He thcing quan ly thu thap va phan tich log-file phat hien str co va mOi de do ATTY. 

+ He thong phat hien va chOng tan cong mint nhap may chit (IDS/IPS). 
_ 



+ Ttrem. lira (Fircwall) cho may chit. 

+ Phan mem chOng virus ma dOe (Anti-Virus). 

+ Quart l' phan chia nguai dung theo dac quyen va co thco dei Oat hien tai khoan ngthri dung la trong he thOng. 

+ Quail ly true cap va chOng tan cOng leo thang (Pe quyen. 

+ Bao mat thiet hi di doing va thit hi dau cuOi true cap tir xa. 

+ Si dung he thong may chit dtr phOng ming (chay song song, on-line). 

+ Sir dung hi,' thOng may chit du trir (du phOng off-line). 

Lac men phap Ky tnuat, cong ngne Gang augc ap clung ae Liao ye cac Ling sung trong cac H I 1 1 not 19 va tit I I cong cony 

Clic cling tiglq, bien pluip 1;5' thuat phi' Inyp ham q cac Ling dung clang dinyc sir dung 

_ 

irrn' 
n(ii hi) 

I l'ITT 
cong cong 

Ni9 dung tham chieu (Ten 

giai phap, phien ban sir 

dung..) 

+ He thOng ghi nhat ky (log-tile) cac img dung. 

+ He thOng quail ly va phan tich log-file. 

+ Quart ly truy cap co xac tittle rillia hulk. 

+ Phan mem chOng virus ma dOe (Anti-Virus). 

+ Tudng lira mire irng dung (vi du web-tit-mall._ ). 

+ Loc nisi dung Web. 

+ BO loo chOng thu rile (Anti-Spam). 

+ Sir dung he thOne may chi' du phOng ruing (chay song song, on-line). 

+ Sir dung he. fining may chit dtr tar (dtr phOng off-line). 

38 
 Cac hien Oaf) kjf thuat, Ong nghe 	hap Bang dtrac Op dung de bao vg dirligu cho cac HTTT n9i b9 va urn-  Ong Ong? 

• 
Lan lam mai gan day nhat la khi nao mm-yyyy? 

Clic bin phap lq thuat, cling ['wile phi' licrp blio ve dir Rti clang titryy sir dung 

IITIT 
ill,ii hi) 

11.11-14  

eiing Ong 

N9i dung tham chieu (Ten 

giai phap, phie.n ban sir 

dung..) 

+ l-le thOng giam sat tinh town yen CSDL 

4-  He thOng Oat hien mini nhap CSD1. 

+ l3tio ve der lieu quan trcmg trong he thong hiing ding nghe ma hOa 

+ Bao ve do. lieu quan trong trong he thOng b&Ig cOng nghe eha ky so 

+ He thOng quart It' chong that thoat da lieu (Data Loss protection) 

+ Sir dung hl dicing sao Itru dir lieu du phOng nong (on-line back-up) 



I+ Sir dung 	thong sao Itru dir 1101 da phOng dinh 14 (off-line back-up) 

39 Lac MO pnap icy tnuat, cong ngne pnu nop aang awe ap ming ae nao aam an roan ye mat vat iy cno cac H 1 1 1 no' bQ va 
A • 	• • 	A 	- 	• 	• 	• W---.1 	I 	• 	1 	 11STIII 	• 	I 	1.11 	1,111 	.1.411 	II•XII 	I.- 41 	/III 	11 	11 	,. 	III 	II 

Cgc bin plip4 thtuy, cong ng11(' phis Inyp ban dam an toan yip Iy clang dtryy sir ding 
irrrr 
not hi) 

1 irrr 
cong ei)ng 

Nt)i dung thane eltitti 

+-• Giai pita') Iva chon vi tri vat ly. 0 

+ Gun phap kiem coat truy cap vat ly. 0 

+ Giai phap chcing trOm, cluing pha hoot . 0 

+ Giai phap ch0ng set. 0 

+ Ile th0ng ch0ng chtly nig. 

+ Giai phap chong am va ch0ng tham. 

+ Giai phap ch0ng but va Unit dien. 

+ ("jai phap kiem soul nhiet dO va d0 am. 

4- I le th6ng, nguOn cong cap dien dir phong. 

-4 Ojai phap bao ve dien tir truOng. 

VIII. Ho:W dOng Owe tin aim 2019 

40 Dom vi co kha nang ghi nhan cac hank vi tan cong (ce ca chtra thanh ding) vao ht thong cua mInh hay khang? 

41 Khi he thong cua don vi gap sir c6 mat ATITM, quj/ vi da bao cao/thong bao tin nay di dau? 

Phan img 

Loai skr co, 
none ref ATTTM 

Tv xi 15., 

kitting bao cao 
Mai DN, sir 
dung dich vu 

ngoai 

I3ao cao cap 
tren. 	tiganh 

doc 

lido & hop 
tac vat DN 

DV mang 

Bao va hop 

tac vest dam vi 

130 QP 

Bao va hop 

tac vest don vi 

COng An 

lido va hop tac voi 

dun vi 130 TM 

Dan vi dil kith nang 

Oat 1110 va xa Iy 

Don vi phat 1110 duae, 

aura gay tac hai, nhung 

kho xir Iy 

I I 

Loai mai lioc tan cong 

gay tac hal Ian, chua ttr 

xii ly &lac 

42 Trong nam 2019 dcm vi da Oat 	&roc bao nhieu vet viec mat ATTTM nhung chtra gay ra thiet hai hoac chi gay ra thiet hai nhe? 

I 



SO str CO ATITM it 
nghiem trong nam 2019 

S6 vu tan 
cong web 

deface hay cai 
Phishing 

So Ian tan 
Ong tir chi 

dich vu 
(DDoS) 

SO vu tan 
cong bang thtr 
dien tir (spam- 

mail) 

SO may tinh 
tram da hi lay 
nhie'm ma dOc 

SO lin may 
chit bi tan 

cong bang ma 
dOc 

SO vu tan 
cOng vaolO 
hang ATTT 
cfia HITT 

SO skr co khac (16i ha 
tang, vat ly, phan 

mem) 

SO vu xam 
nhap mang 
do ATP, 10 
mat khau 

So vu da phat hien va 
ngan chin sant, chtra 
gay ra thiet hai. 

0 0 0 0 0 0 0 0 

SO vu tan cOng do bi 
xam nhap, lay nhiem ma 
d0c, nhung chi gay ra 
thiet hai nhO. 

0 0 0 7 0 0 0 0 

43 S6 vu tan cong, mat ATITM nghiem trot-1g (gay ra hau qua km ve kinh te, gian down dich vu mang, lei lot thong tin quan trong...) da xay ra 

SO vu viec mat Arr-rm 
nghie.m trong xay ra 
trong nam qua 

SO kin tan 
corm tir chaff 
dich vu 
(DDoS) 

SO Ian may 
dui bi tan 
cong hang ma 
diic 

S6 may tinh 
tram da hi lay 
ithiZtn ma dOc 

SO vu xam 
nhap mang do 
ATI), 10 mat 
khau 

So vu tan 
cong vao 16 
hang ATTT 
cua HTTr 

SO vu tan 
cOng web 
deface hay cai 
Phishing 

So vu tan ding bang 
dm dien tit (spam- 
mail) 

SO stir co 
khac (lai ha 
tang, vat ly, 
[than mem) 

Tang so vu viec da phat 
hien, xir ly 

0 0 0 0 0 0 0 0 

Dan vi tir xir ly, Lilac 
phuc hau qua thanh 
cong trong vOng 24h 

0 0 0 0 0 0 0 0 

Dirge don vi khac hO trq 
xir ly, khic phuc hau 
qua thanh cOng trong 
vOng 24h 

0 0 0 0 0 0 0 0 

44 Theo quj,  dem vi nhfrng dOng co nit° ducrc nghi ng6 la nguyen nhan gay ra nhiing hanh d'Ong tan cOng o tren? 

Nlit-n thi: Ili.'n kS' nAno till] cong 

Pha hoai he thong cO chit dich. 1 

Nham chiam dung tai nguyen he thong da dAn tai nhang cu(ic tan ding nac dank 

.1116 han CO nhan (vi du: can b0 hoac ngtroi ngoai co thii han ca nhan). 

Nham tao lqi the can!) tranh thtrang mai (vi du: tinh bao ding nghiep). 

Chient doat tai nguyen he thing cfia co quan da sir dung cho muc dich ca nlifin. I 

I3i tan cOng tir nuOc ngoai do cite nguyen nhan lien quan den chit quyen. 



I

Tao nguen thu tai chinh bat hop phap. 

45 	tinh hinh hien tai thi trong thori gian tai, dOi tucmg de doa tai ATTTM ctia he thong ma quy Qom vj to ngai nhat la gi ? (Ghi cac so 1/2/3 

- Can be dang lam vice tai don vj. 

- Can be da nghi vice tai don vi. 

- Tei pham may tinh nhu hacker bat hop phap. 

- Del thii canh tranh (gicin dip cOng nghiep). 

- Bang nhOm tei pham may tinh co to chirc (kining bcS ',rang v.v...). 

- Doanh nghiep gia cong ben ngoai (nhan vien) Outsourcing company (employees). 

- Cac the In den tir ntrac ngoai. 

- NhQng moi de Oa khac (vui !Ong ghi re vao hai 6 dtrai): 

46 Nhung van de kh6 khan nhAt ma dun vj gip phai trong viec bio dim ATTTM cho HITT là gi? (Ghi cac s6 1/2/3 tucmg img vai cac hang muc 

Lanh dao chin hO tro dung mix can thief cho ATTTM. 1 

Str thieu hieu biet ye ATTTM trong dam vi, thieu can be am hieu icy that va quan lt ATTTM. 1 

Viec nang cao nhan thirc va mat bang kien thirc cho ngtrai sir dung may tinh ve ATTTM. 1 

Viec xac Binh dung mire dO tru tien cOa ATTTM trong ttrong quan chung vai cac yin de khac ctia don vi. 1 

Viec ap dung dung cac nguyen tic quail lj,  nil ro (Risk Management principles) cho 14 thong thong tin. 1 

Viec cap nhat kip thoti nhang each thirc tan cOng hay nhung nhang diem yeu mai xuit hien. 1 

Viec Om sat phat hien, canh bao sam cac cuOc tan cOng mang. I 

Khong da kha nang phan ung nhanh va xi' lji chinh xac khi xay ra nhUng vu tan cOng qua mang. I 

Viec quan lj,  chat chit cau hinh he thong mang (Configuration Management). 1 

Nhang he thong may tinh khOng dtroc quan lj,  tot. 1 

Kinh phi/ngan sach danh cho ATTTM qua thieu so yell mat bang chung. I 

czic van de khac (vui long ghi re vao hai 6 dual): 1 

47 T6ng s6 Ian clan vj da thtrc hien kiem tra danh gia ATTTM djnh ky cho HITT cita minh trong nam 2019? 

48 Tnrtmg hap ca quan danh gia ATTTM djnh ky IA tkr thkrc hien hay thue djch vu dam vj dee lip? 

49 T6ng so Ian dan vj da to chirc hay tham gia dien tap bao dam ATTTM cho HTTT cOa minh trong nam 2019? 

Nei dung tham chieu 

Nei dung tham chieu 

0 
	

Nei dung tham chieu 



U TICH 
T 

inh Hieu 

50 S6 !An don vi da. rut kinh nghi6m bai hoc khAc phvc sir c6 don d6n vi6c thay d6i, b6 sung, hoan thin quy dinh, quy ch6 irng cuu 
sir co va boo dam ATTTM trong Elam qua? 

0 

....v..," 1111 ilk, 

Ho va ten 
Li k./1 1.11.G.11 1- 111KAJ 

Pham Van Luu 
BO ph4n cong tic Van phong HDND&UBND huy'ONga Son 
Chin vu via chirc bit phai 
Dien tho#i di di :mg 
Email _ 	. . 	.. 	•.• .111,111 

Nga San,ngay 30 thongsnam 
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