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S6:440/UBND-VH Nga Som, ngay 3 thang 3 ndm 2020
V/v béo cdo danh gia muc do bao dam

an toan thong tin mang huyén Nga Son .

Kinh giri: S& Thong tin va Truyén thong tinh Thanh Hoa.

Thuc hién Céng van sé 422/STTTT-CNTT ngay 23/3/2020 cia S& Thong
tin va Truyén thong tinh Thanh Héa vé viéc danh gia mirc do bao dam an toan
thong tin mang cua co quan, don vi trén dia ban tinh Thanh Hoa.

UBND huyén bdo cdo danh gid muc d§ bao dam an toan thong tin mang
trén dia ban nhu sau:

(Phu lyc bao cao kem theo)

UBND huyén Nga Son tréin trong bao céo./. Lfue
Noi nhin: KT.CHU TICH
- Nhu trén (BC); DT %
- Vin phong UBND&UBND huyén; HO CHU TICH
- Phong Vin héa va Thong tin;
- Luu: VT.




MAU BAO CAO SO 2: PHUC VU PANH GIA MUC PO ATTT MANG 2019
POI TUQNG: SO BAN NGANH, UBND HUYEN, THI XA, THANH PHO

A. Thong tin chung
1 Tén don vj bédo cao: UBND huyén Nga Son
Tryc thude: Tinh Thanh Hoa

2 Bé nghj thing ké so lugng cac hé thong thong tin Quy co quan di xéc dinh va phé duyét cip do:

Phin loai s6 lwgng HTTT do don vi | Chua phan 2 £ £ o B e de o Viin bin tham chiéu
A Sty loai Cépdd1 | Cipdo2 | Cépdo3 | Cipdo4 Cipdd 5 (6 QD/ngiy ky)

S6 HTTT n.f)i.ba don vi (chi ngudi : 330/QD-UBND ngay
|trong don vi sir dung) 20/01/2020 V& viéc

S0 HTTT cdng cdng (c6 ngudi
Ingo:li don vi sir dung)

3 Quy don vi cung céip bao nhiéu dich vu dc lap (tron g6i) sir dung phyc vu cong ddng trén mang internet? 350
B. Khio sit mdi trudng An toan théng tin mang
L Chinh siach ATTTM
4 Pon vj ¢6 ban hanh quy dinh riéng hodc ¢6 ap dung quy ché chung vé bao dam ATTTM khéng? I 0
¥in bin hi¢n hianh Viin ban cii da dwge thay thé bing VB hién hanh (néu c6)

Loai viin ban chinh
sich ATTTM duge
Quy don vj 4p dung

Niim $6 VB/Quyét dinh Niim S0 VB/ Quyét dinh

Quy dinh riéng

Quy ché chung
Vin ban QP dp dung
quy ché

5 Trong cac quy dinh hién hanh vé bao dam ATTTM cia Quy don vj ¢6 bao gdm céc ndi dung ndo sau diy?
Cic ndi dung quin |y ndo cé trong quy dinh hién hanh ?

Quin ly thiét k&, xay dung an toan HTTT

Quan Iy vin hanh an toan HTTT

Quan ly phat trién nhan luc ATTT va nguoi sir dung HTTT




7 D& nghi tir danh gid thye té hién nay tai don vi, mirc do 4p dung thye hién tét céc quy ché, quy dinh bao dim ATTTM dat

Quan Iy rii ro vé ATTTM

Quan Iy sy cd ATTTM

DE nghi ti nhin xét vé chat lwgng cia by quy dinh/quy ché hién hanh so v&i yéu ciu ciia Quy don vi dén thoi diém hién nay?

+ Diy du, chit chg, c6 thé sir dung 6n trong khoang 2 nam trér 1én

+ Tuong doi diy du, c6 thé cin hoan thién nhung sir dung on trong it nhit 1 nim tdi

+ Di thay c6 céc diém thiéu hoic khdng phu hgp, cin sira doi hay bd sung ngay

khodng d9 bao nhiéu phan trim?

I1. Té chirc va quén Iy nhin lye bio ddm ATTTM

8
9
10
11

Don vj ¢6 phén cong lanh dao phy trich vé ATTT.

Tdng s6 can bd nhan vién n6i chung 1am viéc trong don vj.
S$6 ngudn sir dung may tinh hién tai.

C6 b chire/bd phén chuyén triach vé ATTTM hay khong?

N@i dung tham chiéu

104

104

Noi dung tham chiéu

La b phin con thuge 16 chire phu trich CNTT cua don vi ?

Chiu sir chi dao nghiép vu ciia bd phén chuyén trich ATTTM cép trén,...?

La thanh vién thugc mang ludi Ung ciru khén cip may tinh quéc gia?

Vi tri va quan hé céng tac ctia b phin chju trich nhiém vé ATTTM.

Co co ché va dau moi lién hé phoi hgp voi céc co quan, td chire co tham quyén quén 1y/ diéu phoi img ciru
vé ATTTM

Co6 co ché va dau moi lién hé phoi hgp bao dam ATTTM vai cac to chire, doanh nghigp lién quan? Vi du:

vi céc DN cung cp dich vu mang. dich vy ATTT

S$6 can bg lam viée chuyén trach va ban chuyén traich ATTTM? - S6 chuyén tréch
- S6 ban chuyén

Quan Iy nhan sy phit hgp vai yéu ciu ATTT nhur thé nao? Co quy dinh timg khau? Thue hién duge & mirc nao?

Thii tuc ATTT khi cham dirt

mﬁn IE' Tuyén dung can bg phi | Quin Iy qua trinh lam
ira ban quy che hay quy dnh cu

[Khong chd v,

Noi dung tham chiéu

Chura ban hanh quy dinh cu thé nhung ¢6 thyce
hién quan 1y theo kinh nghiem.

Nbi dung tham chiéu

Cé quy dinh nhung thyre hién chua thudng xuyén.

Noi dung tham chiéu




[cs quy dinh va thye hien tét. | |

N§i dung tham chi¢u

I11. Trinh d§, nhéin thice va dio tao bdi dudng vé ATTT
15 a. Tdng sb cin b nhén vién di timg duge huéng din ki ning co ban dé tr bao dam ATTT.
b. Tdng sb can b nhén vién da timg dugc qua 16p tip hudn vé ATTTM.
16 a. Tong s6 can bd k¥ thudt vé ATTT, CNTT cua don vi

b. Tdng sb cén b ky thuit vé ATTT, CNTT cia don vi duge dio tao, tip huén, ning cao nhén thirc vé ATTTM

17 Téng s6 can bd ky thudt cé trinh d trong duong dai hoc nganh ATTT tré [én.
18 Téng s6 cin bd ky thudt c6 trinh dd twong duong trung cip vé ATTT.
19 Don vj c6 ké hoach dao tao, tip huén riéng vé ATTTM trong nam 2019 hay khong ?

20 Quy don vi c6 thue hién ké hoach riéng tuyén truyén, phé bién ning cao nhan thirc vé ATTTM trong nam 2019 hay khong?

IV. Vé td chire trién khai bio dim ATTTM

21 Co quan c6 chu truong hay quy dinh thué ngoai (out-source) cic dich vu vé bao dam ATTTM khéng?

Noi dung tham chi€u

Noi dung tham chiéu

Noi dung tham chiéu

Noi dung tham chiéu

Noi dung tham chiéu

Noi dung tham chiéu

Noi dung tham chi¢u

Ni dung tham chiéu

+ Chu truong khong thué ngoai dich vy bao dam ATTTM.

+ Co chu truong (thué/khdng thué) nhung chura thire hién ding duge.

+ Chu trirong ¢6 thué va da thué ngoai dich vu bao dam ATTTM mdi khi cén.

22 Bon vi c6 chii truong sir dung dich vu thué hosting hé thong (thué ngoai hé thong may chi va luu trir co sé dir liéu) do céc cong

+ Chu truong khong thué.

1

+ Co6 chu trrong nhung chura thyre hign ding dugc.

+ Chii truong c6 thué va dang thué dich vu cuia céc cong ty Viét Nam khong cé yéu to nude ngoai.

23 Pon vi ¢d chi trromg sir dung dich vu thué hosting hé thong cd yéu to nurdc ngoai cung cap hay sir dung dich vu dién toan dam

+ Chu truong khong sir dung dich vu nay.

1

+ Chu truong c6 thué nhung chua sir dung dich vu nay.

+ Dang sir dung loai dich vu nay (du c6 hay khong cé chu truong).

24 Don vi bao dam ATTTM thudmg xuyén bing cach niao?

+ Hoan toan sir dung ndi lyc.

-+ Sir dung toan bd thué va ho trg tir bén ngoai.

+ Sir dung mét phén ndi lwe mot phan lye lrgng bén ngoai.

V. B4 tri kinh phi
25 Kinh phi danh cho CNTT va ATTT trong 3 niim qua (triéu ddng).




Nim
m 2017 2018 2019

Danh cho CNTT

Danh cho ATTT

26 Utc tinh toan bg chi phi vé ATTTM trong 3 nim qua dép img bao nhiéu % nhu cau (dv toén) ciia don vj?

Mic diip tmg nhu ciiu chi hiang 2017 2018 2019

Pip tmg dudi 20%

Dap (mg tir 20% dén 50%

Diép img tir 51% dén 75%

Dap trng trén 75%

C. Khio sit cdc bién phip dwoc 4p dung va két qui hoat dong thue tién trong niim 2019
VL. Bién phip quén ly
27 a. Don vj da trién khai béo dam an toan hé thong thong tin theo cép dd dap img Thong tu s6 03/2017/TT-BTTTT chwa?

b. Don vj ¢6 trién khai thyc hién tiéu chuin TCVN 11930:2017 vé bao déam an toan hé théng thong tin theo cip do khong?
28 Don vi di nhin chig nhin hop chuin quan Iy ATTTM theo tiéu chudn trén chua?
Théi diém hop chudn cach dy bao nhiéu théang?

Tieu ¢ hévi gian RGN s IO ST
Lo thing) Leadtbing)
TCVN/ISO-IEC 27001
(hay tuong ty)
TCVN 11930:2017

29 Viéc quén ly can bd van hanh, khai thic, sir dung hé thong cia don vj ¢ tudn thu céc chinh sich vé ATTT hay khong?
30 Pon vi ¢6 str dung chir ky s6 dé bao dam an toan cho céc giao dich dién tir hay khong?
31 Pon vi c6 ban hanh quy trinh thao tic chuén dé phan (mg véi cic sir c¢b mit ATTT hay khong?
- Ddnh gid mire @ thiee hién mpt so bién phip quan Iy ATTTM quan trong cho HTTT
32 Quan ly thiét ké, xdy dung hé théng trong nam 2019:

a) Trong nim nay don vi c6 thiét ké/xdy dung HTTT méi khong?

N¢i dung tham chiéu

Noi dung tham chiéu

N§i dung tham chiéu

- C6 quan Iy va bao vé tai liéu hé so thiét ké HTTT.

- C6 phurong én va gidi phap bao dam ATTTM cho HTTT tir khi thiét ké.

- Thim dinh hd so thiét ké va cac bién phap bao dam ATTT truée khi trién khai thyc hién,

b) Trong nam nay don vj ¢é thué ngoai phét trién phan mém noi bd (phat trién riéng) cho minh khong?

I— Quan ly tét hd so hgp dong, thir nghiém, nghiém thu va ma ngudn phin mém. I




- C6 kiém tra, danh gid an toan thong tin HT phin mém trude khi dua vao sir dung.

- C6 cam két ciia nha phat trién bao dam bi mat va ban quyén cia phin mém,

¢) Trong nam nay don vij ¢6 dua viao sir dung HTTT mdi hay méi duge nang cap khong?

- Thyre hign quy trinh thir nghiém, nghi¢m thu HTTT trudce khi ban giao sir dung.

- Ct’) tur vﬁn vé glém sit d(}c Idp khau ll'lu' nghlém va nghlém thu HTI'T

I- Kiém tra, danh gia ATTT trudc khi dua vao vin hanh,

33 Danh gia quan Iy van hanh ATTT cho HTTT trong nim 2019
a) Thye hién t6t cac ndi dung ndo vé quan 1y van hanh an todn mang?

- Quin 1y céc khau van hanh, cip nhdt, sao luu dy phong hoat dong hé théng.

- Quan ly cdu hinh, tdi ru hoa bao mit cho thiét b hé théng.

- Khoi phyc hé thdng mang sau khi xay ra sy cd.

b) Thyc hién tét cac ndi dung nao vé quan Iy van hanh may chii va img dung?

- Quan ly, van hémh truy cép mang vé quﬁn tri mﬁy chu vé d!ch vu; Cép nhét $a0 ll.n.l dyr phbng

= U4
i- Quin 1y cdu hinh, t6i ru héa bio mat cho hé théng may chi, phong ngira va khdi phuc sau khi xay ra sir ¢d.

¢) Thuc hién tét cac ndi dung nao vé quan 1y an toan dir ligu?

- Quy trinh ap dung ma héa, quan 1y va sir dung khoa bi mét va dir ligu ma hoa.

- Co ché kiém tra tinh nguyén ven cia dir ligu trong lwu trir va trao ddi dir ligu.

- Sao Iuu dyr phong va khoi phuc dir ligu; Cap nhit dong bé dir ligu,

d) Thyre hién tét cic ndi dung nao vé quan 1y van hanh an toan thiét bj dau cudi?

- Quan ly, van hanh hoat dong; Cau hinh tdi uu va ting cuong bao mét cho thiét bi diu cubi.

- Quén ly truy cap cua thiét bj diu cudi; Cai dat, két ndi va gor bo thiét bi déu cudi trong hé théng,

- Quan Iy kiém tra, xir ly diém yéu an toan thong tin cho thiét bi ddu cudi trude khi st dung.

d) T‘ha,rc h:én t6t cac ndi dung nap vé quan ly phong chong phén mém dqc hal"'

mﬁnh thiét hi r|| dine

- Truy cép céc trang th(’mg tin trén mang, Giri nhan tﬁp tin qua mﬁl lnrtmg mang va cac phu'cmg t|¢n lLru tr& di dong.

T agc nat

xudt hidn trén hﬂ thino




¢) Thyre hién t6t céc ndi dung ndo vé quan ly an toan ngudi sir dung déu cubi?

- C6 quy trinh quan Iy truy cdp, sir dung tai nguyén ndi bd.

- Co quy trinh quan ly truy cdp mang va tai nguyén trén Internet.

- C6 quy trinh cai diit va sir dung may tinh an toan.

34 Céc bién phap quan Iy rii ro ATTT, gidm sat va quan 1y img ciru sy ¢b ATTT.
a) Thye hién tét cic ndi dung nao vé quan 1y rii ro ATTT?

- Thire hién phan loai, xdc dinh gi tri va trach nhiém vé s& hiru tai san thong tin trong h¢ thdng.

- Phan tich dénh gid nguy co thyc t&¢ mit ATTT va dir kién thiét hai vai HTTT. Tir d6 dé xuit, lya chon phuong an xir ly
Jrii ro ATTT va céc bién phap khéc phyc sy ¢b vai chi phi t6i wu, t6i thiéu hoa gia tri thiét hai véi ngudn luc hién co.

- Thye hién kiém tra dénh gid va thong qua dién tdp dinh ky va thyc tién khic phyc sur ¢ dé dao tao di ngii nhén lyc,
frit kinh nghiém va cai tién phuong dn xir 1y riii ro, bio dim ATTTM.

b) Thye hién tét cic ndi dung ndo vé quan 1y gidm sét an toan HTTT?

- C6 ké hoach gidm sat phat hién nguy co mat ATTT: Quan 1y, vdn hanh hé thong giam sat; Quan Iy ddi twong giam sat,
qudn trj hé thdng giam sat, quan Iy nhit ky h¢ théng.

- T chirc gidm sat an toan cho HTTT lién tuc 24/7 c6 ddng bé thoi gian HTTT véi hé thdng gidm sat.

- Thu thip, luu trir va bio vé thong tin giam sat; Theo ddi, phan tich két qua giam sat.

- Phat canh bao sy ¢ phat hién dugc, trao ddi chia sé thng tin cinh béo va su ¢b theo quy dinh.

- HTTT cua don vi duge giam st ATTT bing cich nao?

* Ty thyc hién giam sat do da ddu tu hé thing k¥ thut.

* Thué dich vu gidm sat cia td chirc, doanh nghiép.

Tnrong hop dang thué, hdly néu tén cia td chirc, doanh
|nghiép dang cung cép dich vu:

¢) Thye hign tét cac ndi dung ndo vé quan 1y diém yéu ATTT ?

- Quan ly, cdp nhdt danh muc diém véu ATTT lién quan dén cac thanh phén caa HTTT.

- C6 co ché phdi hop vdi cic nhom chuyén gia, bén cung cip dich vu h trg trong vide xir Iy, khic phyuc diém yéu ATTT.

- Kiém tra, danh gia va xir ly diém yéu ATTT cho HTTT, may chi, dich vy trude khi dura vao sir dung hodic khi c6 thong
tin canh bao; C6 phuong én xir Iy tam thori khi diém yéu ATTT khéng/chira c6 kha nang khiic phuc.

- C6 quy trinh khdi phuc lai h¢ théng sau khi xir 1y diém yéu ATTT thit bai.




d) Thyec hi¢n t6t cic ndi dung ndo vé quan Iy img ctru sir b ATTT?

- C6 quy trinh phat hién, tiép nhin canh béo, nhéin dang va phan loai sy ¢d ATTT.

- C6 quy trinh xir Iy khén céip ban déu phit hop vdi céc loai sir ¢6 c6 thé xay ra, han ché thiét hai nhanh nhit c6 thé.

- C6 quy dinh chia sé thong tin, bao céo sy ¢6, diéu phdi img ciru sw ¢6. C6 co ché phdi hop véi co quan chire nang, céc
chuyén gia, bén cung cp dich vu hd trg trong xir 1y, khic phyc sir cé.

- C6 quy trinh tmg ciru sir cd ATTT thong thuing va sy cd ATTT nghiém trong.

- Thye hién cdc bude khoi phuc hé théng, dir li¢u, dich vy, khic phuc thiét hai.

- Dinh ky thuémg xuyén t6 chirc dién tip phan img khin cép voi sir cd ATTTM.

- Dinh ky danh gia hi¢u qua va hoan thién cac quy dinh, quy trinh thao tac chuin phan img véi sy ¢d.

VII. Bién phip k¥ thuit, cong nghé dang dp dung

35

36

Lac bign phap Ky thuat, cong nghe phu hgp bao dam an toan mang nao dang dugc sir dung cho cac H111 noi bo va Hi 11

cboocing? Lip i mbi glo diy ohit ld mmanane khinio?
Cic bién phdp k¥ thujt, cdng nghé bio dim an toan mang dang dwgce sir dung

HTTT
ndi by

HTTT
cbng cng

Noi dung tham chi€u (Tén giai
phap, phién ban sir dung..)

+ He thong thiét bi sensor ghi log-file phat hién sir ¢d va méi de doa ATTT ddi véi mang.

Event Management).

+ Gidi phap phén chia hé théng mang thanh cic ving mang chirc ning vai cac chinh sach quan 1y va bién phap k¥ thudt
ATTTM phit hop.

+ H¢ théng phat hién xam nhap (IDS/IPS) trong mang.

+ He thong phong chdng tén cong DoS/DDoS.

+ Tudong lira cho toan mang (Network Firewall).

+ Phin mém chéng virus mirc mang (Anti-Virus),

+ Bio vé kénh truyén bing cong nghé ma hoa va xac thye.

+ Kiém soat moi kénh truy cip co bit buge dinh ky thay ddi mat khiu nguoi ding,

Jthue hai véu t6 ngudi ding.

+ Bao mdt truy cdp qua mang khong ddy va céc thiét bj diu cudi.

Céc bién phép k¥ thudt, cong nghé dugc ap dung dé bio vé cic hé thing may chii trong cic HTTT ndi bé va HTTT cong cdng?

Lin lam méi gén ddy nhét 13 khi ndo mm-yyyy?

Cic cong ngh¢, bign phép k¥ thudt bio v cdc hé théng mdy chii dang dwgc sir dung

HTTT
ndi bd

HTTT -
cOng cing

Néi dung tham chiéu (Tén
gidi phap, phién ban sir
dung..)

+ H¢ thong quan ly thu thap va phin tich log-file phat hi¢n sy c6 va mdi de doa ATTT.

+ He thdng phat hién va chdng tin cong x4m nhéip mdy chii (IDS/IPS).




37

38

+ Tudmg lira (Firewall) cho may chi.

+ Phan mém chéng virus ma ddc (Anti-Virus).

+ Quan ly phan chia ngudi ding theo dic quyén va co theo dai phat hién tai khoan ngudi ding la trong hé thong.

+ Quan Iy truy cip va chong tin cong leo thang dic quyén.

+ Bao mat thiét bj di dong va thiét bi ddu cudi truy cdp tir xa.

+ Sir dung hé théng may chi du phong nong (chay song song, on-line).

+ Sir dung h¢ théng may chu dy trir (dv phong off-line).

Lac bign phap Ky thuat, cong nghe dang dugc ap aung de bao ve cac ung dung trong cac Hi 11 ng1 bo va H1 11 cong cong?

Lo limoandi odn ddy phat 13 Lhindogunasans?

Cic cong ngh¢, bién phédp ky thuit phii hgp bio v¢ cdce irng dung dang dwge sir dung

HTTT
ndi bo

HTTT
cong chng

N¢i dung tham chiéu (Tén
giai phap, phién ban sir
dung..)

+ He thong ghi nhit ky (log-file) cac img dung.

+ H¢ thong quan Iy va phan tich log-file.

+ Quan ly truy céip ¢6 xéc thuc nhiéu budc.

+ Phin mém chdng virus ma doc (Anti-Virus).

+ Tuong lira mirc img dung (vi du web-firewall,...).

+ Loc ndi dung Web.,

+ Bd loc chdng thir rac (Anti-Spam).

+ Sir dung h¢ thong may chu dyr phong nong (chay song song, on-line).

+ Sir dung h¢ thong may chu dir trir (dy phong off-line).

Céc bién phap k¥ thudt, cong nghé phu hgp dang duge dp dung dé bio vé dir liéu cho cac HTTT ndi bo va HTTT cong cong?

Lén lam méi gén ddy nhét 12 khi ndo mm-yyyy?

Cic bién phdp k¥ thuft, cong nghé phi hgp bio vé dir ligu dang dwge sir dyng

HTTT
ndi bp

HTTT
cong chng

Noi dung tham chiéu (Tén
giai phép, phién ban sir
dung..)

+ Hé thong giam st tinh toan ven CSDL

+ He théng phat hién x4m nhap CSDL

+ Bao vé dir liéu quan trong trong hé théng bing cong nghé mi hoa

+ Bao vé dir li¢u quan trong trong hé théng biing cong nghé chir ky sé

+ Hé théng quan ly chong thit thoat dir lidu (Data Loss protection)

-+ Str dung hé théng sao luu dir ligu dy phong nong (on-line back-up)




|+ s dung hé théng sao lwu dir liéu dw phong dinh ky (off-line back-up)

Lac bign phap Ky thuat, cong nghe phu hop dang dugc ap aung de bao dam an toan ve mat vat Iy cho cac H1 11 no1 bo va

39 ey
Ciic bi¢n phdp k¥ thuft, cong nghé phit hgp bio dim an toan viitly dang dwge sir dyng ::m c;':;:;:g Noi dung tham chiéu
+ Giai phap lra chon vj tri vt ly.
+ Giai phép kiém sodt truy céip vat Iy. 0
+ Giai phap chéng trom, chdng pha hoai . 0
+ Giai phap ching sét. 0
+ H¢ théng chdng chay nd.
+ Giai phap chdng 4m va chéng thém.
+ Giai phap chéng bui va tinh dién.
+ Gidi phép kiém sodt nhiét 49 va do dm.
+ Hé théng ngudn cung cip dién dy phong.
+ Giai phap bao v¢ dién tir trudmg,
VIIIL Hoat djng thuc tién nim 2019
40 Don vi c6 kha niing ghi nhin cic hanh vi tén cong (ké ca chua thanh cong) vao hé thdng ciia minh hay khong? :
41 Khi hé théng cia don vj gap swr ¢b mit ATTTM, quy vi da béo céo/thong béo tin niy di dau?
Phan img Tu xur ly, Muoi DN, str | Bdo cdocdp | Béo & hgp Baovahgp | Bao vahgp Béo va hgp tac vai
khong bao cdo| dung dich vu | trén, nganh | tic véi DN |téc véi don vi | tac véi don vi donvi BO TTTT
ngodi doc DV mang B6 QP Cong An

Loai sy c6,

DPon vi du kha nang
phat hi¢n va xir ly

Bon vi phat hién dugc,
chua géy tac hai, nhumg
kho xir Iy

Loai mai hoic tin cong
gdy tac hai lon, chua tr
xtr 1y duge

42 Trong niim 2019 don vj da phét hién duge bao nhiéu vy viée mit ATTTM nhung chua gdy ra thiét hai hogic chi gdy ra thiét hai nho?




S6 sircd ATTTM it S6 vu tin Sé Ian tin S6 vu tdn S6 may tinh | S0 lin may Sovutan | S6 swco khac (I6i ha | S6 vu xdm
nghiém trong naim 2019 | congweb | cong tirchéi |cong bing thu |tram da bildy | chubitin | congvaold | ting, vitly, phin | nhdp mang
deface hay cai |  dichvu | dién tir (spam-| nhiém ma doc | cong bing ma | héng ATTT mém) do ATP, 1§
Phishing (DDoS) mail) doc cua HTTT mét khéu
S4 vu da phat hign va
Ingan chiin sém, chua 0 0 0 0 0 0 0 0
gdy ra thiét hai.
Sé vy tén cong da bi
A 59
xdm nhdp, lay.nh!cm mi 0 0 0 - 0 0 0 0
ddc, nhung chi gdy ra
ILhiel hai nho.

43 S6 vu tin cong, mét ATTTM nghiém trong (gdy ra hiu qua Iém vé kinh té, gian doan dich vu mang, 1 lot thong tin quan trong...) da xay ra

44

S0 vu viéc mat ATTTM S0 lan tin S6 lin may  |SO6 may tinh  [S6 vu xdm S0 vu tdn SO vu tan S0 vu tin cong biing  |S0 sir co

nghiém trong xay ra cong tirchdi  [cha bi tdn tram d bj ldy |nhéip mang do |cong vao 1§  |cong web thir dién tir (spam- khac (15 ha

trong nam qua dich vu cong bing ma [nhiém ma doc |ATP, 16 mat  |héng ATTT  |deface hay cai [mail) ting, vit Iy,
|(DDoS) doc khiu cua HTTT Phishing phin mém)

g b vy vilo 08 s 0 0 0 0 0 0 0 0

hién, xir Iy

Bon vi tw xir 1y, khic

phuc hiu qua thanh 0 0 0 0 0 0 0 0

cong trong vong 24h

Buge don vi khac hd trg

xir Iy, khiic phyc hdu

qua thanh cong trong 0 5 0 o a 0 0 0

vong 24h

Theo quy don vj nhitng djng co ndo duge nghi ngdr 1a nguyén nhan gdy ra nhitng hanh dong tin cong & trén?

Nham thé hién k¥ nang tin cong.

Pha hoai hé théng cé chii dich.

INhim chiém dung tai nguyén hé thong dé dn téi nhimg cude tin cong niic danh.

Thi hiin ca nhén (vi du: can bd hodic ngudi ngoai co thil hin ca nhan).

Nhim tao lgi thé canh tranh thuong mai (vi du: tinh bao cong nghiép).

Chiém doat tai nguyén hé thong ciia co quan dé sir dung cho muc dich ca nhan.

Bi tAn cong tir nirérc ngoai do cac nguyén nhan lién quan dén chii quyén.




R N p——

a0 nguén thu tai chinh bét hop php. | |

45 Vi tinh hinh hién tai thi trong thoi gian 16i, d6i trong de doa téi ATTTM ciia hé théng ma quy don vj lo ngai nhét 1a gi ? (Ghi céc sb 1/2/3
- Can bd dang lam viéc tai don vj. : i |

- Can bd d4 nghi viéc tai don vj. 1
- Toi pham mdy tinh nhwr hacker bat hgp phép. 1
- Boi thu canh tranh (gidn diép cong nghiép ). |

- Bang nhom i pham may tinh ¢o 10 chirc (khiing b6 mang v.v...).

- Doanh nghiép gia cong bén ngoai (nhén vién) Outsourcing company (employees). 1
- Céc thé lye dén tir nude ngodi, 1
- Nhimg moi de doa khac (vui long ghi 1d vao hai 6 dudi): |

46 Nhimg véin dé kho khan nhét ma don vi gip phai trong viéc bao dam ATTTM cho HTTT la gi? (Ghi cac s6 1/2/3 trong (g véi cac hang myc

Lanh dao chua hd trg ding mirc cin thiét cho ATTTM. 1
Sur thiéu hiéu biét vé ATTTM trong don vi, thiéu can bd am hiéu k¥ thudt va quan ly ATTTM. 1

Viéc ndng cao nhin thirc va mit bing kién thirc cho ngudi sir dung may tinh vé ATTTM. 1
Viéc xdc dinh ding mirc dd u tién ciia ATTTM trong twong quan chung véi céc vin dé khic cia don vi. 1

Viéc ap dung ding cac nguyén tic quan Iy rii ro (Risk Management principles) cho hé théng thong tin. 1
Viéc cdp nhdt kip thai nhimg cach thirc tin cong hay nhimg nhimg diém yéu mdi xudt hign. 1
Viéc giam sat phat hién, canh bao sém céc cudc tdn cong mang, 1
Khéng di kha nang phan img nhanh va xir ly chinh xéc khi xdy ra nhimg vy tin cong qua mang. 1

Viée quin Iy chit ché cdu hinh h¢ théng mang (Configuration Management), 1
Nhimg hé théng may tinh khong dugc quén 1y tt. 1
Kinh phi/ngan sach danh cho ATTTM qua thiéu so v&i mit bing chung. 1

JCac vin dé khac (vui long ghi rd vao hai 6 dudi): 1

47 Tbng s6 lin don vj da thyc hién kiém tra danh gia ATTTM dinh ky cho HTTT ciia minh trong nam 2019? Noi dung tham chiéu

48 Truomg hgp co quan danh gida ATTTM dinh ky 1a ty thyce hién hay thué djch vu don vi djc l1ap? Noi dung tham chiéu

49 Tdng s lin don vi da td chirc hay tham gia dién tdp bao dam ATTTM cho HTTT ctia minh trong nim 2019? | 0 Noi dung tham chiéu




50 S lén don vi da rit kinh nghiém bai hoc khic phuc sy cb din dén vige thay ddi, bé sung, hoan thién quy dinh, quy ¢ché {mg ciru
sw ¢b va bao dim ATTTM trong nim qua?

THONG TIN NGUOI PIEN PHIEU
Ho va tén Pham Vin Luu :
B§ phan cong tac Vén phong HDND&UBND huyén Nea Son
Chircvy vién chirc bi¢t phai
Di¢n thoai di déng
Email
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