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S6: 5g/UBND-VP 
V/v canh bao to h6ng, diem yeu 

	 Nga San, ngay 27 timing 5 nam 2019 

an toan thong tin nghiem tong 
trong Ix) vi xir 13'T cilia Intel 

Kinh 
- UBND cac xa, thi tan; 
- Thu tnxong co quan ban nganh tren dia ban huyen; 
- Hieu tru6ng cac tnxeng hoc. 

Trong theri gian gan day tinh hinh mat an toan thong tin dang dian bin phirc 
tap va c6 chiau huang gia tang va tan suat va s6 luting cac cu6c tan cong xam nhap 
vao he th6ng thong tin dm cac co quan, don vi. Theo thOng tin canh bao tir Cvc An 
toan thong tin, B6 Thong tin va Truyan thong va viec canh bao to h6ng, diem yau 
an toan thong tin nghiem trong trong b6 vi xit 13'T dm Intel, theo d6 ngdy 14/5/2019, 

cac chuyen gia va an toan thOng tin thu6c Dai hoc Cong nghe Graz oh. Ao va Dai 
hoc Cong gido Leuven cila Bi da cong b6 mot nhom bao g6m 04 diem yau an toan 
thong tin trong b6 vi xir b'T Intel, cu the nhu sau: 

- 04 diem yau an toan thOng tin c6 ma 16i qu6c t6 là: CVE-2018-12126; CVE-

2018-12130; CVE-2018-12127; CVE-2019-11091. Cac diem yau an toan thong tin 

nay dugc cac chuyen gia dank gia la nghiem trong va c6 anh hugng tad nhiau thiat 

134 dang sir dung b6 vi xir 13'7 cna Intel bao g6m: may tinh de ban, may tinh xach tay, 

may chit, dien thoai di d6ng ;-sir dung cac he diau hanh Linux, Windows, MacOS, 

Android... 

- Cac hinh thirc tan cong lgi dung 04 diem yeti an toan thong tin ten dugc cac 

chuyen gia cong b6 va vain dang dugc tip tvc nghien ciru, danh gia sau hon bao 

g6m: Tan cong ZombieLoad sir dung diem yau CVE-2018-12130; Tan cong RIDL 

sir dung diem yau CVE-2018-12127 va CVE-2019-11091; Tan cong Fallout sir - 

dung diem yau CVE-2018-12 126. 

De tang cu6ng chit d6ng phong ngira cac rui ro do hinh thirc tan cong tren co 

the xay ra, voi chirc nang va nhiem vv dam bap an toan thong tin mang tren dia ban 

huyen duvc Chit tich UBND tinh, Giant d6c S6 Thong tin va Truyan thong giao 

Trung tam Cong nghe thong tin va Truyan thong, thu6c S6 Thong tin va Truyan 

thong Thanh Hoa hu6ng data thirc hien, Chit tich UBND huyen de nghi cac 
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KT.CHU TICH 
CHU TICH 

ai Dinh Hitt' 

quan, dia phucmg teen dia ban huyen chi dao cac bO phan, can bO lien quan thgc 

hien tot cac not dung sau: 

1. Kiem tra, ra sok, xac dinh cac may tinh bi anh huong bOi cac diem yeti 

ten; cap nhat ban va hoac nang cap cac he dieu hanh de tam died va cac diem yeti 

dO. Huong clan chi tiet IcS'T thuat dugc clang tai tren trang thOng tin dien tir cua Trung 

tam Cong nghe thong tin va Truyen thOng Thanh Floa tai dia chi: 

http://ict.thanhhoa.gov.vn.  

2. Doi vOi cac he di'eu hanh chua co thong tin ve ban va can theo doi thuong 

xuyen de nang cap ngay khi co Nen phap. 

3. DOi voi nhang dong san pham ma hang Intel khong c6 ke hoach cap nhat 

can len Ice hoach thay the trong thai gian tad. 

4. Trong qua trinh thiyc hien, neu gap kh6 khan, vuong mac ye k5k thuat lien 

quan den cac not dung, cong viec ten de nghi lien N ved To (mg clru ca —

Trung tam Cong nghe thong tin va Truyen thong Thanh Hoa qua so dien thoai: 

0237 3.718.699 hoac dOng chi Pham Van Luu — Chuyen vien Van phong 

HDND&UBND huyen so dien thoai 0984.791 711 de phi hop 

HOp thu dien tir tier) nhan. bao ca.() su 	ungcuusuco@thanhhoa.gov.vn  

No'i nh 
- Nhu kinh gin; 
- Website UBND huy41; 
- Luu: VT, QT. 
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